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• Briefing Focus
• Challenges
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– 3-D Visualization
– Agent-based Modeling Tools
– Cyberwarfare Modeling and Analysis Tools
– NBC Warfare Modeling and Analysis Tools
– Increased Speed and Flexibility in Analyses
– Systems of Systems Decision Support Tools
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“o Equip SOF with leading-edge technology to

provide them the winning edge.

  o  We must infil/exfil undetected into denied

areas, and provide survivability enhancements

for SOF and their platforms.”

11-Feb-03 SOAL-T 19

SUMMARY

• Equip SOF with leading-edge technology 

to provide them the winning edge.

• We must infil/exfil undetected into denied 

areas, and provide survivability 

enhancements for SOF and their 

platforms.

Introduction
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Briefing Focus
• Simulation, Analysis, and Decision

Support Technologies in Support of:
– Planning, analysis, and programming

• Requirements identification
• “What if” and “so what” analysis
• Program development analysis
• Resource allocation and optimization
• Transformation/ joint experimentation assessments

– Training, Education, and Mission Rehearsal
• Distributed/ interactive

– Operations and Consequence Management
• Courses of action analysis
• Common operating picture
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Challenges
to Planning and Analysis Community

• Post-Cold War Security Environment
– Bosnia, Kosovo
– Smaller Scale Contingencies / Operations Other than War
– High levels of uncertainty
– Asymmetric Warfare

• Department of Defense Initiatives
– Faster responses to analysis and operational questions
– Transformation / Joint Experimentation
– Faster/ more flexible planning process/ wider range of scenarios
– Effects-based operations
– Cyber warfare assessments/ network centric operations / C4ISR
– WMD assessments
– Improved Intelligence
– Improved management of information and knowledge
– More efficient use of manpower and other resources

• Post-9/11 Security Environment
– Homeland Defense / CombatingTerrorism / Special Operations
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Transformation in Simulation, Analysis, &
Decision Support Technologies

• Advanced 3-D Visualization
• Agent-based Modeling / Genetic Algorithms

– Asymmetric, and Afghanistan-type scenarios
– Homeland defense and Combating Terrorism tools

• Cyberwarfare Models and Tools
• NBC Models and Tools
• Scoping Tools

– Operational Synthesis

• Rapid data search tools
• Knowledge Management
• Improved synthetic environments for simulations
• Greater range of planning and training scenarios
• Improved distributed/Interactive simulation tools
• Faster low cost PCs and graphics cards
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Technology Improvement Areas

• 3-D Visualization

• Agent-based Models

• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision Support Tools
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Technology Improvement Areas
• 3-D Visualization  ç
• Agent-based Models

• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision Support Tools
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Advanced, “High functionality” 3-D Visualization

• Analytical and operational functionality
– Not just pretty pictures

• Realistic portrayals of terrain, infrastructure, and forces
• Benefits

– Mathematical and geospatial precision
– Increased realism
– Improved situational awareness
– More intuitive (e.g., easy to comprehend icons)
– Line of sight information
– Playback capability (fast/ slow motion/ reverse time)
– Review from multiple perspectives
– Drill down capability
– User friendly display of analytical information (e.g., strength of

units)
– Filtering (focus on selected units)
– Rapid debugging of simulation tools



10

3-D Visualization (cont.)

• Improvements in computer technology allow “high
functionality,” / high resolution visualization graphics
to run on moderately priced PCs
– Reduced cost
– More training simulations in the field
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3-D Visualization Examples

• War on Terrorism
• Smaller Scale Contingencies (SSCs)
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3-D Infrastructure Visualization for War on Terrorism and
SSCs
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3-D Infrastructure Visualization for War on Terrorism and
SSCs

Multilple Linkages to Geospatial Objects

Floor Plans

Interior Images
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3-D Infrastructure Visualization for War on Terrorism
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3-D Visualization Examples

• Training and Mission Rehearsal
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3-D Infrastructure Visualization for Mission Rehearsal
Helo Rotor Effect Over Water and Grass
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Improvement Areas

• 3-D Visualization

• Agent-based Models ç
• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision Support Tools
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Agent-based Models
• Asymmetric threats present critical challenge to DoD planners

– Adaptive / less predictable
– Command structures and membership hard to identify
– Support base diffuse and intertwined with complex factors:

• Historical
• Social
• Political
• Economic
• Religious

• Countering these threats can result in unintended
consequences

• Current planning and training simulations unable to fully address
these new factors
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Agent-based Models
• New analysis tools, technologies can address asymmetric

challenges
• Multiple disciplines

– Agent-based modeling
– Genetic algorithms
– Operational Synthesis
– Complexity science
– Open systems dynamics
– Artificial intelligence

• Artificial agents
– Responsive to social, political, economic, religious, military

factors
– Can represent multiple participants in complex scenarios:

• Terrorist groups and rogue nations
• Local governments
• Non-Governmental organizations

– Adaptive / reactive / representation of intangible (e.g, fear,
hunger)

– Fast running simulations
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Agent-based Models

• Example

• Factors causing population NOT to sympathize with terrorists
– Political liberalization
– Participatory democracy
– Economic progress
– Influence of religious moderates

• Third party elements (e.g., local warlords)
– Remain neutral unless provoked

• Simulation becomes multi-sided competitive game
– Entities vie for support of local population
– Use combination of incentives

• Addresses
• Unintended consequences
• Point/ counterpoint actions
• Rapidly evolving contingencies
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Improvement Areas

• 3-D Visualization

• Agent-based Models

• Cyberwarfare Modeling and
Analysis ç

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision Support Tools



22

Critical Infrastructures:
Now a crucial part of the new world security

environment, especially with respect to Cyber
Warfare…

Transportation

Oil & gas
production & storage

Water supply

Emergency services

Government services

Banking & finance

Electrical power

Information & 
communications

Elements

Relationship

Transportation

Oil & gas
production & storage

Water supply

Emergency services

Government services

Banking & finance

Electrical power

Information & 
communications

Elements

Relationship
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 Addressing Cyberwarfare Issues in Simulations

• New prototype modeling technologies enable planners and
trainers to portray effects of cyberwarfare in
– Military campaign scenarios

• Offensive (e.g., U.S. use of cyberweapons in effects-based
operations)

• Defensive (e.g., Potential impact of enemy cyber attacks on
U.S.)

– Homeland defense scenarios

• Cyber modeling tools permit one to:
– See primary and secondary effects of cyberwarfare employment
– Measure impact of offensive use by U.S.

• Compare to effects of traditional kinetic weapons

• Following charts illustrate functions and features of cyberware
assessment tools for potential use in training scenarios
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Addressing Cyberwarfare Issues in Simulations

Power and Telecom Grids Interactions

Telecommunications Infrastructure

Electrical Distribution Infrastructure
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Screenshot Example
Cyber Warfare Model User Interface: Shown at Simulation Hour 20

-Many nodes affected by two pronged cyber attack:
--Power Producers at hour 11
--Communications at hour 16

-Graphic boxes depict the magnitude and duration of Effects
--Red line is demand, Blue Line is production, horizontal 

axis is time and vertical axis is units of power
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Improvement Areas

• 3-D Visualization

• Agent-based Models

• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and
Analysis ç

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision Support Tools
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Complex weather information
automatically ingest from authoritative
weather sources

Community models (Military, civilian) are
integrated into ensemble, and unique
algorithms adjust models for actual
detector inputs

Robust decision aids translate
complex information into user
action on their C4I platform

Chem/Bio / WMD
Warning, Reporting, and Decision Aids
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Models Predict Hazard Plume
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Medical Information
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Emergency Situation

Fire

Police

Museum

Hospital

Population
Centers
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Improvement Areas

• 3-D Visualization

• Agent-based Models

• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility
in Analysis ç

• Systems of Systems Decision Support Tools
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Southwest Asia  3

NEO

N.E.Asia

OOTW 5

Rapidly Find Existing Scenarios

Custom Design New or Refine Existing Scenarios

Blue Forces

Terrain

SensorsSensors

Speed and Flexibility in Modeling, Simulation, & Analysis

Transformational
Technologies

• Advanced, High Functionality 
Visualization

• Agent Based Modeling /Genetic 
Algorithms

• Knowledge Management

• Rapid Info Search Technologies

Friendly Forces

Enemy Forces

3rd Parties

Weapons

Friendly
Forces

Enemy
Forces

Sensors

3rd Parties

Weapons

Cyber War

   Events NBC Events
Terrain

Transportation

Water S u p p l y

Government Services

Oil & Gas Production/Storage

Emergency Services

Banking & Finance

Communications

E lec t r i ca l  P ower

Southwest Asia  2
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Improvement Areas

• 3-D Visualization

• Agent-based Models

• Cyberwarfare Modeling and Analysis

• NBC Warfare Modeling and Analysis

• Increased Speed and Flexibility in Analysis

• Systems of Systems Decision
Support Tools ç



34

Fight as We Plan, Analyze, and Train
(System of Systems Decision Support Tools for Planning/Analysis,

Training, and Operations)

CYBERWAR
MODEL

CHEM/BIO MODEL

TERRAIN/
INFRASTRUCTURE

DATABASE

VISUALIZATION
SERVER

Planning &
Analysis

•What if Assessments

•Resource Allocation

•Cost-effectiveness

Training
•Agent-based Sims

•Playback

•AAR

•Distributed-Interactive

Operations /
Consequence
Management

•Course of Action
Assessments

•Predictive Decision
Support Tools, e.g.,

  -  Blast area damage
area

  -  Chem/bio cloud
movement and
lethality area

Terrain and
Infrastructure database
for visualization can
be rapidly  updated
from sensor inputs

Input from Chem/bio,
Cyberwar, Transportation,

and other models and
simulations can be

incorporated into terrain
and infrastructure

visualization

AGENT-BASED
SIMULATION TOOLS

TRANSPORTATION
SIMULATION

RAPID DATA
SEARCH TOOLS

RAPID DATA SEARCH TOOLS

•  Transportation Infrastructure

•  Demographics

•  Bottlenecks

RAPID DATA SEARCH TOOLS

•  Transportation Infrastructure

•  Demographics

•  Bottlenecks

Chem/Bio
Detectors

Transportation

Water  Supply

Government Services

Oil & Gas Production/Storage

E m e r g e n c y  S e r v i c e s

Banking & Finance

Communications

E l e c t r i c a l  P o w e r

MSAC
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Summary

• Post-Cold War/ post-9/11 era poses great challenges and
opportunities to SOF and DoD analysis community

• Modeling, simulation, analysis, and decision support
technologies
– Are undergoing a fundamental transformation
– Have taken on enhanced importance in current security environment

• New analysis technologies permit more sophisticated, flexible,
rapid, and easy to comprehend assessments of complex post-
Cold War/ post-9/11 issues

• Could be of great benefit to SOF in
– Planning and analysis
– Training/ exercises/ mission rehearsal
– Combat operations
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BACKUP CHARTS
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Agent-Based Evaluation of
Mogadishu-like Scenario
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3-D Infrastructure Visualization for War on Terrorism and
SSCs


